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TEPMHUHBI 1 OITPEJIEJIEHUSA
be3zonacHOCTH MEPCOHATBHBIX JAHHBIX — COCTOSIHUE 3ALUIIEHHOCTH EPCOHATIBHBIX
JAHHBIX, XapaKTepU3yeMoe CIOCOOHOCTBIO IMOJIb30BaTEICH, TEXHUUYECKUX CPEACTB U
MH(GOPMAIIMOHHBIX TEXHOJIOTHM o0ecnedunTh KOH(PUIECHIUATBHOCTb, LEJIOCTHOCTh U
JOCTYITHOCTh TEPCOHANIBHBIX JAHHBIX NpU HUX 00paboTke B HHOOPMAIMOHHBIX
CUCTEMaXxX NEPCOHAIBHBIX TAHHBIX.

JlocTyn B ONEPANIHOHHYIO Ccpeay KOMNbIOTepa (MHPpOPMAIMOHHOW CHCTEMBI
NMEePCOHAJILHBIX JAHHBIX) - IIOJYYCHHE BO3MOXKHOCTH 3aIllyCKa Ha BBIIOJIHCHHE
IITATHBIX KOMaHJ, (DYHKIUH, MPOLEAYp ONEPALMOHHOM CHCTEMBI (YHUUYTOKCHHUS,
KOIMPOBAHMSI, TICPEMEIICHUS M T.II.), UCIOIHAEMBIX (haiijIoB MPUKIAIHBIX IIPOrPAMM.
Hoctyn k wH(QOPMAIMM — BO3MOXXHOCTh IOJYYCHUS HMHPOpPMAMA U €€
MCIIOJIb30BaHMSI.

NnenTnduxamus - NpucBOeHUE CyObEeKTaM M 00BEKTaM JOCTYIa MICHTH(PUKATOPA U
(w) cpaBHEHHE TPEABIBIIECMOTO HACHTH(PHUKATOpPAa C TEPEUYHEM IMPHUCBOCHHBIX
UICHTH(HUKATOPOB.

NudopmanuonHasi  cucTeMa  MEPCOHAJBHBIX  JAAHHBIX —  COBOKYITHOCTH
coJiepKalIuxcsi B 0a3aX JaHHBIX TEPCOHAJIBHBIX JIAHHBIX W OOCCICUYHMBAIOMIUX HX
00pabOTKy  MH(POPMAIIMOHHBIX  TEXHOJIOTMM W TEXHHYECKHX  CPEICTB.
HMcTouHHK yrpo3sl 6e30MacHOCTH HHpOpMAaIUU — CYOBEKT JI0CTYIIa, MAaTePHAITLHBIN
00BEKT WU (U3MYECKOE SBJICHHE, SBISIONINCCS MPUYMHOW BO3HHMKHOBCHHUS YIPO3bI
0e301macHOCTH HH(pOpMAITUH.

Kontposupyemasi 30Ha - 3TO  IPOCTPAHCTBO, B  KOTOPOM  HCKJIIOYECHO
HEKOHTPOJIMPYyEMOE TMpeObIBAHUE COTPYJHUKOB M IIOCETUTENEH omepaTtopa U
MOCTOPOHHUX TPAHCIIOPTHBIX, TEXHUYECKUX M MHBIX MATEPUAIBHBIX CPEJCTB.
HecaHKIIMOHUPOBAHHBIN J0CTYNl (HECAHKIIMOHUPOBAHHBbIE AEMCTBUA) — JIOCTYI K
nHpopManuu WK JeWCTBUS ¢ HHOOPMaLMEH, HapyIIaronie MpaBuiia pa3rpaHuICHUs
IocTyna c HCTIOJIb30BAHUEM IITAaTHBIX CpEJICTB, MPEIOCTABIISIEMBIX
MH()OPMAITMOHHBIMH CUCTEMAMH TIEPCOHATBHBIX JAHHBIX.

O0pabdoTka mnepcoOHAIBHBIX JAHHBIX — Jr000€ JeiicTBue (omepanusi) WIH
COBOKYITHOCTh JI€MCTBUI (Omepalnii), COBEpUIAEMbIX C HCHOJb30BAHUEM CPEICTB
aBTOMAaTHU3alMU WK 0€3 UCHOJb30BaHUs TaKUX CPEACTB C MEPCOHAIbHBIMU JaHHBIMU,
BKJIIOYass cOOp, 3alucCh, CHUCTEMATU3AIMIO, HAKOIUICHHE, XpaHEHUE, YTOYHEHUE
(oOHOBNIEHUE, U3MEHEHUE), U3BJICYCHHUE, UCIIOJIb30BAaHUE, nepeaavy



(pactpocTpaHeHHe, TMPENOCTABICHHUE, JIOCTYM), O00e3IuYuBaHue, OJOKUPOBAHUE,
yIajieHue, yHUUTO)KCHHE ePCOHATBHBIX TAHHBIX.

OmnepaTop - TOoCyIapCTBEHHbI OpraH, MYHHMIMNAJIbHBIA OpraH, HOPUAMYECKOE WU
(¢u3znueckoe JIMLO, CaMOCTOSITEIbBHO WJIM COBMECTHO C JPYrMMHU JIMLAMH
opraHuzytouge v (WiM) OCYHIECTBISIOLUIME OO0pabOTKYy MEepCOHANbHBIX JaHHBIX, a
TaKKe OMNpeaeNsIomue Iean o0pabOTKM  TEpPCOHAJIBbHBIX  JAaHHBIX, COCTaB
NEPCOHANBHBIX  JAHHBIX, MOAJIEXKAIIMX 00paboTke, JAeicTBUSA  (omepauuu),
COBEpIIAaeMbIe C MEPCOHANIBHBIMU JAHHBIMHU.

IlepconanbHble aaHHbIE — Jt00as uHGOpMAIMA, OTHOCSAINAACS K NPSIMO WU
KOCBEHHO ONpPEJIEICHHOMY WM oOlpeenseMoMy (puandeckoMy JuIy (CyObeKTy
NEPCOHATIBHBIX JAHHBIX).

IToab3oBaTes b HHPOPMANMOHHON CHCTEMBI IMEPCOHAJBbHBIX JAaHHBIX — JIHUIIO,
y4acTBYIOIlee B (PYHKIIMOHUPOBAHUH HH(POPMAIIMOHHOM CHCTEMbI IePCOHATBHBIX
JTaHHBIX WJIH HCTIOJIB3YIOIIEE pe3yJIbTaThl ee (GYHKIIMOHUPOBAHUS.

IIpaBuiia pasrpaHuyeHusi JOCTYINA — COBOKYITHOCTh IPABHJI, PETIAMEHTHUPYIOIIUX
paBa JIocTymna CyOBEKTOB nocTyna K o0BbeKTaM JIOCTyTA.
Pecypc wuHpoOpManmoOHHOW CHUCTEMbI - HMEHOBAHHBIM 3JIEMEHT CUCTEMHOTO,
PUKJIATHOTO WIIM anmapaTHoro odecrnedeHus: GyHKIMOHUPOBaHUS WH(OOPMAIIMOHHOM
CHUCTEMBI.

CpeacrBa BBIYHCIMTEJIbHOM TEXHMKH - COBOKYIMHOCTh MPOTPAMMHBIX U
TEXHUYECKUX DJIEMEHTOB CHCTEM OOpabOTKH JTaHHBIX, CITIOCOOHBIX (DYHKIITMOHUPOBATH
CaMOCTOATEIBHO WM B COCTABE JIPYTUX CUCTEM.

CyobekT pgoctynma (cy0ObeKT)- JUII0 WIM TMpolecc, JACHCTBUA KOTOPOTO
PErIAMEHTUPYIOTCS MPABUJIAMH Pa3rpaHUYEHUS JTOCTYTIA.

TexHu4yeckue cpeacTBa HH(POPMANMUOHHON CHCTEMbI INMEPCOHAJBHBIX JAHHBIX -
CpElICTBAa BBIYMCIIUTEILHON TEXHUKH, HH(POPMAIIMOHHO-BBIUUCIUTEIBHBIC KOMILICKCHI
U CETH, CPEACTBA U CUCTEMBI TIEpelauu, MprueMa ¥ 00paOdOTKH MEPCOHAIBHBIX JTaHHBIX
(cpencTBa W CHUCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHHS, 3BYKOBOCIIPOH3BCICHHS,
IICPETOBOPHBIC M TEJICBU3MOHHBIC  YCTPOWCTBA,  CPEJACTBA  HM3TOTOBJICHMS,
TUPAKUPOBAHUS JOKYMEHTOB U JAPYrde TEXHUYECKHE CpelIcTBa 00pabOTKH PEUeBOM,
rpaduyYecKon, BUICO- U OYKBEHHO-IIM(POBOH MH(MOPMAIIMH), TPOTPaMMHBIC CPEJICTBA
(orepaliMOHHBIC CHCTEMBI, CHCTEMBI YIIpaBIICHHs 0a3aMHu JaHHBIX M T.I1.), CPEJICTBA
3amuThl HHPOPMAIIHH.

Yrpo3sl 0e30MaCHOCTH NEPCOHAJIBHBIX JAHHBIX — COBOKYIHOCTH VYCIOBUH U
(baKkTOpOB, CO3/IAIOIINX OMMACHOCTh HECAHKITMOHUPOBAHHOTO, B TOM YHCJIE CIy4aitHOTO,
JOCTYNa K TMEpPCOHAJIbHBIM JAHHBIM, PE3YyJIbTaTOM KOTOPOTO MOXKET CTaTh
YHUYTOXXEHUE, W3MEHEHHE, OJOKUPOBAHUE, KOMUPOBAHUE, PACHPOCTPAHECHUE
MEePCOHAIBHBIX JIAHHBIX.

Vsazpumocts MCIIJIH — HemocTaToK uHiIM cjlaaboe MeCTO B CHCTEMHOM WIIH
MIPUKIATHOM MIPOrPaMMHOM (mporpaMMHO-aImnapaTHOM) obecrnieyeHuu



aBTOMATU3UPOBAHHOM  HMH(POPMAIMOHHOMW  CHCTEMBI, KOTOpPOE€ MOXKET OBbITh
MCIIOIB30BaHO JIJIsl peanau3aiuu yrpo3sl 6ezonacuoctu [1/]H.

HenocTHoCcTh MH(pOPMALMH - COCTOSIHHE MH(POPMALMH, NMPU KOTOPOM OTCYTCTBYET
a000€ €€ U3MEHEHHE MO0 M3MEHEHHME OCYILECTBISETCS TOJIBKO IPEJHAMEPEHHO
cyOBbeKTaMM, UMEIOIIMMH Ha HETO MPaBo.

INEPEYEHb COKPAIIIEHUI
ABIIO — anTuBHpYCHOM nporpaMMHoOe o0ecrieyeHue
APM — aBTOMaTH3UpOBaHHOE paboyee MECTO
NCIIIH — uapOpMaIMOHHAs CUCTEMA MEPCOHAIBHBIX JJAHHBIX
JIBC — jtokanbHast BBIYUCIUTENbHAS CETh
HC/I — HeCaHKIIMOHMPOBAHHBIN AOCTYI
OC — oniepaiioHHas cucTema
[1JI1 — mepcoHanbHbIE TaHHbBIE
[10 — nporpammHoe obecrieueHue
C3U — cpeacTra 3amuThl UHPOpMALIUU
C3I1dn — cucreMa (ToJicucTeMa) 3alliuThl IEPCOHANBHBIX TaAHHBIX
TKY U — Texaudeckue KaHasIbl yTeUKA HHGOPMAITUH

VYBIIJIH — yrpo3sl 6€30MacHOCTH TIEPCOHATBHBIX JAHHBIX



BBEJIEHUE

Hacrosmas Ilonmutnka wHbopmanuonHoi Oe3zonacHoctu (nanee Ilomutuhka)
I'bOY OOII Ne2 r.o0.Oxta0pbek  (manee Omepatop), pa3paboTaHa B COOTBETCTBUHU C
[eIsIMHU, 3aJadyaMd W TMPUHIUIAMUA oOecTieueHus Oe30MacHOCTH TEePCOHATBHBIX
JTaHHBIX.

[lonutuka pa3paboTaHa B COOTBETCTBHUM C TpeOOBaHUSIMU HOPMATHUBHBIX
JNOKYMEHTOB:

- ®enepanbHoro 3akoHa oT 27 wutons 2006 r. Ne 152-®@3 «O mnepcoHadbHBIX
naHHbIX» (B pen.29.07.2017 r.);

- [ToctanoBnenust IlpaButenbctBa «OO0 YTBEpXKICHHH TpeOOBaHUN K 3allUTe
NEePCOHANBHBIX JAHHBIX TIPU UX 00paboTke B HMHPOPMAIMOHHBIX CHUCTEMaX
nepcoHaNbHbIX HaHHbIX» OT 01.11.2012r. Nel119;

— [Ipukaza «OO yTBEpKIEHHWU COCTaBa W COJEP)KAHUS OPTaHU3AIMOHHBIX U
TEXHUYECKUX Mep MO o0ecreyeHUIo 0e30MacHOCTH MEePCOHANBHBIX AaHHBIX MPU HUX
00paboTke B MH(POPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX NAHHBIX» OT 18 QeBpais
2013 r. ®CTOK N 21.

B Tlonutuke omnpenenensl TpeOoBanus k mnepconany WCIIJIH, crenenn
OTBETCTBEHHOCTH IEpPCOHANIa, CTPYKTypa U HEOOXOJIUMBIH ypOBEHb 3aIUIIEHHOCTH,
CTaTyC U JOJKHOCTHBIE OOSI3aHHOCTU COTPYJHHKOB, OTBETCTBEHHBIX 3a 00OecIeYeHue
6e3omnacHoctu nepcoHanbHbIX HaHHBIX B UCITIn T'BOY OOII No2 r.0.OKTS0phCK

1. O0mme mMoJI0KEeHUA

Lenwto Hacrosimieit [lonutuku siBisieTcss obecrnieueHre 0e30MacHOCTH 00BEKTOB
3amuThl Onepatopa OT BCEX BHJIOB YIPO3, BHEIIHUX U BHYTPEHHUX, YMBIIUICHHBIX U
HENpeIHaMEepPEeHHbIX, MUHUMH3AIUs yiepoa oT Bo3MoxHOU peanuzanuu Y BI1J{H.

Mepsl 110 obecredeHno 0€30MaCHOCTH NEePCOHATBHBIX JAHHBIX MPUHUMAIOTCS
JUISL 3aIUTHI IEPCOHAIBHBIX JTAaHHBIX OT HEMPABOMEPHOI'O WIM CIYYalHOTO J0CTyMa K
HUM, YHHYTOXXEHHWs, W3MEHCHHS, OJOKHPOBAaHMs, KOMUPOBAHUS, NPEIOCTABICHUS,
pacnpoCTpaHEHUs TMEPCOHATIBHBIX JAHHBIX, & TaKX€ OT HHBIX HEMPaBOMEPHBIX
JIEVUCTBUM B OTHOILLIEHUH NIEPCOHATBHBIX IAHHBIX.

Nudopmanuss 1 cBsI3aHHBIE ¢ HEH pecypchbl JOJKHBI OBITH JOCTYIHBI IS
ABTOPU30BAaHHBIX  IOJb30BaTeNel. JIOKHO  OCYIIECTBISTBCA  CBOECBPEMEHHOE
oOHapyxeHue u pearupopanue Ha YBIT/IH.

JIOM>KHO OCYIIECTBIIITHCS MPEIOTBPALLICHUE ITPEIHAMEPEHHBIX W CIy4YalHBIX,
YaCTUYHBIX WJIM TOJIHBIX HECAHKIMOHUPOBAHHBIX MOJIU(PUKALMI WU YHUUTOKEHUS
JAHHBIX.

2.00acTh aelicTBUA

TpeGoBanust HacTosime [oMUTUKU pacTipoCTPaHSIOTCS HA BCEX COTPYIHUKOB
Omneparopa (IITaTHBIX, BPEMEHHBIX, pA0OTAIOIINX M0 KOHTPAKTY U T.I1.), & TAKXKE BCEX
MpoYuX JUI (MOAPAIUYUKH, Ay TUTOPHI U T.I1.).



3. Cucrema 3a1IMThI IEPCOHATBbHBIX JAHHBIX

Cuctema 3amuThl nepcoHanbHbIX HaHHbIX (C3I1/H), cTpouTCs HA OCHOBaHUU:

- IIEPEYHS NIEPCOHAIBHBIX TaHHBIX;

- YaCTHOU MOJENH AKTYaJIbHBIX YIPO3 U BEPOSITHOTO HAPYILIMTEIS;

- HOJIOKEHHUS O Pa3rPaHUYEHUH MPAB IOCTYIA K IEPCOHAIBHBIM JaHHBIM;
HopMaTuBHBIX JOKyMEHTOB PCTOK u ®Cb Poccun.

Ha ocHoBaHMM 3THX JIOKYMEHTOB OINpENENseTcs HEOOXOAUMBIH YPOBEHBb
ammiienHocty  [I/In xaxnmoir MCII[AH Omnepatopa. Ha ocHOBaHuum aHanu3za
aKTyaJbHBIX yrpo3 6ezonacHocTH I[1/IH onmucanHoro B YacTHOW MOJENM aKTyalbHBIX
yrpo3 M BEPOATHOIO HApYIIMUTENS, JAeNaeTcs 3akiIloueHue O HEeoOXOJUMOCTH
UCIIOJIb30BAHUSI TEXHUYECKUX CPEACTB M OPraHU3alMOHHBIX MEPONPUATUN A
oOecrieuenusi OezomacHoctd II/[H. BpiOpaHHble HEOOXOIMMBIE MEPONPHUATHUS

orpaxatorcs B [lnaHe MeponpusaTuii mo BHYTPEHHEMY KOHTPOJIO 3a COOJIOJCHHEM
0€30MacHOCTH MEPCOHANBHBIX TAHHBIX.

OpraHu3aiiOHHbIE MEPONIPUSITUS TOTKHBI BKIIOYATh:
- IPaBOBOE OCHOBAaHUE /Jisi cOOpa MEPCOHANBHBIX TAHHBIX;
- OTpeJIeIeHre OTBETCTBEHHBIX JIMII 32 COOJII0ICHUEM Mep 0€30MacHOCTH;

- 34Ty IMCPCOHATIBHBIX JaHHBIX, 06pa6aTI>IBa€MBIX oe3 CpCIaCTB
aBTOMAaTHU3alluu,

- 3dIUTy IICPCOHAJBHBIX HAaHHBIX, O6pa6aTI>IBa€MI>IX C IIPpUMCHCHHUCM CPCIACTB
aBTOMAaTHU3alluu,

- 3alIUTyY 00BEKTOB OT XHUIICHUA
- 3aMUTy CbCMHBIX H&KOHHTGJ’ICI?I, coacpiKamux ICPCOHAJIbHBIC TaHHBIC,
- BOIIPOCHI YHUYTOKCHHA IICPCOHAJIbHBIX JTaHHbIX.

B 3aBucumoctu oT ypoBHs 3amuiieHHocTH WCIIIH M axTyanbHBIX YIpo3,
C3I1H MOXeT BKIIOYATh CIAEAYIOINE TEXHUUECKUE CPEACTBA:

— 3alIUThl OT HECAHKIIMOHUPOBAHHOTO JOCTYIIA K IEPCOHAIBHBIM JaHHBIM;
- AHTUBUPYCHOM 3aIIUTHI 17151 pab0YMX CTAHIIMI MOJIb30BATENICH U CEPBEPOB;
- MEKCETEBOI0 IKPAHUPOBAHMUS;

— oOHapy>KeHUS BTOPKECHUIA;

- KOHTPOJIS 3aIHUIIEHHOCTH NMEPCOHANBHBIX JAHHBIX;

— KpunTorpadudeckoil 3ammuThl WH(pOpMANMK, TPHU Mepefade 3anfuIacMou
uH(OpMAITH TI0 KaHaJlaM CBSI3H;

- 3alIUThI CPEAbI BUPTYaIU3aLH;

— 3amuThl OT yTeuku 1o TKYH.
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3.1. TpeooBanus k noacucremam C3I1n
C3I1I1 MOXxeT BKII0YATh B Ce0s1 CAEAYIONINE TTOJICUCTEMBI:

- Nnentudukanuu v ayreHTu(PUKanuu cyObeKToB A0CTyNa U 00BEKTOB AOCTYyIA.
[loncucrema obecneunBaeT NPHUCBOCHHE CYObEKTaM H©  00BEKTaM J0CTyna
YHUKAJIBHOTO TNpHU3HaKa (MIEHTU(]HUKATOpPA), CPAaBHEHHE MPEABSIBISIEMOTO CyOBEKTOM
(06BexTOM) IOoCTyIa UACHTU(PUKATOPA C IEPEYHEM MPUCBOEHHBIX UAECHTU(HUKATOPOB,
a TaKXe MPOBEPKY MPUHAIIIEIKHOCTH CYOBEKTY (0OBEKTY) JOCTyNa MPeabsiBICHHOTO
UM ueHTUGUKaTopa (MOATBEPKICHNUE MOAIUHHOCTH ).

- VYrpasnenus 10cTynoM cyObeKTOB JOCTyIa K 00bekTam aoctyna. [logcucrema
obecrieurBaeT ymOpaBjieHUWE TMpaBaMM U NPUBUJIETHUSMH CYOBEKTOB JIOCTYIIA,
pasrpaHlyeHue J0CTyna CyOBEKTOB JOCTylma K OOBEKTaM JIOCTyla Ha OCHOBE
COBOKYITHOCTH YCTaHOBJICHHBIX B MH()OPMAIIMOHHOW CUCTEME MPaBUJI pa3rpaHUUYCHUS
J0CTyIa, a TaKKe 00eCreynBaeT KOHTPOJIb 32 COOIIOICHUEM 3TUX MPaBUII

— Orpanuyenust nporpaMmmHoi cpeabl. [logcucrema obecrieunBaeT yCTaHOBKY U
(unn) 3aIycK TOJIBKO Pa3pelieHHOro K MCMOIb30BaHUI0 B MH(GOPMAIIMOHHON CHUCTEME
IpPOrpaMMHOr0 OOECTeUeHUsT WIM HUCKII0YaTh BO3MOXHOCTh YCTAHOBKU U (WJIN)
3allycKa 3ampelieHHOr0 K  MCMOJIb30BaHMIO B MH(GOPMALMOHHOM  CHUCTEME
IPOrPaMMHOI0 0OeCTIeUeHUS

- Peructpaniun coObiTuii  G6e3omacHoctH. Ilomcuctema obGecneunBaeT coOop,
3alKCh, XpaHEHHWE W 3alUTy HWHPOPMAIMKM O COOBITHAX OE30MMacHOCTH B
UHPOPMAIIMOHHONH CHCTEMEe, a TaKXKe BO3MOXKHOCTh IIPOCMOTpa H aHaJIH3a
UH(GOPMAIIMH O TAKUX COOBITUSAX M pearupOBaHUEC HA HUX.

- AnTtuBupycHoii 3amuThl. [logcucrema oOecmednBaeT OOHApy)XCHHE B
MHPOPMAITMOHHON CHUCTEME KOMITBIOTEPHBIX MPOTPaMM JHOO HHON KOMITBIOTEPHOMU
UHPOpMAIK, MpEeIHA3HAYCHHOW I  HECAaHKIMOHWPOBAHHOTO  YHUYTOXCHHS,
OJIOKMpOBaHUSA, MOAUPUKAIIMN, KOMHUPOBAHHS KOMIIBIOTEPHOW WHGOPMAIUA WU
HEWTpaNM3ai CPEJICTB 3alMThl HHQOpMAIMK, a TaKKe pearupoBaHUE Ha
oOHapyXeHHe dTUX IPorpaMM U HH(POPMAITUH.

— O6napyxeHust (mpenoTBpaiieHus) BTopkeHuid. Ilojacucrema obOecrieunBaeT
oOHapyxeHHe JeHCTBUH B HWHGOPMAIIMOHHONW CHCTEME, HalpaBIEHHBIX Ha
HECAaHKIIMOHWPOBAHHBIM JOCTYyn K WHGOpMAIuu, CIelnuaibHble BO3JAEHCTBUS Ha
WH()OPMAITMOHHYIO CUCTEMY M (WJIM) TepCOHAJIbHBIC JAaHHBIE B IENAX JOOBIBaHUS,
VHUYTOXEHUS, UCKAKCHUS U OJIOKUPOBAHUS JOCTyNa K TMEPCOHAIBHBIM JaHHBIM, a
TaK)K€ pearupoBaHUE HA 3TH JIEUCTBUSL.

— Kontpons (ananu3za) 3allMIIEHHOCTH MEpPCOHANIBHBIX JaHHbIX. l[lomcucrema
o0OecrieynBaeT KOHTPOJIb  YPOBHS  3aAlIUIICHHOCTH  TEPCOHATBHBIX  JIaHHBIX,
oOpabaTpiBaeMbIX B HH(DOPMAIIMOHHOW  CHCTEME, IyTeEM  IPOBEICHUS
CUCTEMATHYECKUX MEPONPUATHA [0 aHAIM3y 3allUIIEHHOCTH WH(HOPMAIIMOHHON
CUCTEMBI U TECTHPOBAHHUIO PaOOTOCIIOCOOHOCTH CHCTEMBl 3aIlllUTHI TMEPCOHATBHBIX
JAHHBIX.



- ObecneyeHusi LETOCTHOCTH HMH(POPMALMOHHONM CHCTEMBl M IEPCOHAIBHBIX
nanubiX. [logcucrema oOecneunBaeT oOHapykeHUE (PAKTOB HECAHKIIMOHUPOBAHHOTO
HapyUuIeHUs1 LEJOCTHOCTH HH(POPMALMOHHONM CHUCTEMBI M COJAEpXAIIMXCA B HeEH
MEPCOHATIBHBIX JTAHHBIX, @ TaKXE BO3MOXHOCTb BOCCTAHOBIJIEHHUS HH(POPMALMOHHON
CUCTEMBI U COACPKAIINXCS B HEW NMEPCOHAJIBHBIX JIAHHBIX.

- ObecnieyeHust ~ JAOCTYHMHOCTH  MEpCOHANbHBIX  AaHHBIX.  [lomcucrema
o0OecreynBaeT aBTOPU30BAaHHBIM JOCTYI IMOJIb30BATENEH, MMEIONIMX IpaBa [0
J0CTYNy, K MEPCOHAJIbHBIM JTaHHBIM, COJIEpPKAIIUMCS B MH()OPMAIMOHHON CUCTEME, B
IITATHOM PEXHUME (PYHKIIMOHUPOBAHUS UH(POPMALIMOHHON CHCTEMBI.

— 3ammTsl cpeabl BUPTYyaIU3aLMH. [loncucrema UCKIJIFOYaAEeT
HECAaHKIIMOHUPOBAHHBIA JOCTYNl K TMEPCOHAJIbHBIM JaHHBIM, 00palaThIBAa€MbIM B
BUPTYaJIbHON MH(PACTPYKTYpE, U K KOMIOHEHTaM BUPTYaJlbHOM MH(PACTPYKTYphI U
(unn) BO3JEHCTBHE HA HUX, B TOM YHCJIE K CPEACTBaM YIpaBJICHUS BUPTYaJbHOU
UHQPACTPYKTYpPOH, MOHUTOPY BHUPTYaJIbHBIX MalIuH (TUIEPBU30pPY), CHUCTEME
XpaHEeHUs JaHHBIX (BKJIOYash CHCTEMY XpaHeHus oOpa3oB  BUPTYalbHOM
UHQPACTPYKTYpbl), CETH MepeJadd JaHHBIX Yepe3 JJIEMEHTbl BUPTYaJbHOW WIH
¢uznueckoit MHOPACTPYKTYPhI, TOCTEBBIM OINEPAMOHHBIM CHCTEMaM, BUPTYaJIbHBIM
MamuHaMm (KOHTEWHepaM), CHCTeME€ W CEeTH peIUIMKallud, TEPMHUHAIBHBIM U
BUPTyaJbHBIM yCTPOMCTBAM, a TAaKXE€ CHUCTEME pE3EPBHOTO KOMHMPOBAHUSA U
CO3J1aBAEMBIM €10 KOMHSIM.

- 3ammThl TEXHUYECKHUX CPEICTB. [loacucrema UCKIIFOYAET
HECAaHKIMOHUPOBAHHBIA JOCTYNl K CTAallMOHAPHBIM TEXHUYECKUM CpPEICTBaM,
o0pabaThIBalOIIUM  TIEPCOHANBHBIE  JAaHHBIE, CPEACTBaM,  OOECIEUYHBAIOIIUM
(GyHKIIMOHUPOBaHWE HH(POPMAIIMOHHOW CHUCTEMBI (Jajgee - cpeicTBa oOecreyeHus
(GYHKIIMOHUPOBAHMSI), 1 B TOMEILEHHS, B KOTOPhIX OHH MOCTOSHHO PACIIOJIOKEHBI,
o0OecreynBaeT 3allUTy TEXHUYECKUX CPEJICTB OT BHEIIHWUX BO3JCHUCTBUMA, a TaKxKe
3allTy TIEPCOHAJBHBIX JIAaHHBIX, TIPEJCTABICHHBIX B BHUAEC HHGOPMATHBHBIX
AIEKTPUUECKUX CUTHAIOB U (PU3UYECKUX MOJIEH.

- 3amuTel “HHOPMAIIMOHHON CUCTEMBI, €€ CPEJCTB, CUCTEM CBS3U U Iepeiadu
nanHbix. llogcucrema oOecreyumBaeT 3alUTy TEPCOHANBHBIX  JAHHBIX TIPU
B3aMMOJICHCTBUH WH(GOPMAIIMOHHON CUCTEMBI UM €€ OTJEIbHBIX CETMEHTOB C UHBIMU
WHOOPMAITMOHHBIMA ~ CHCTEMaMH ¥ HWH(OPMAIMOHHO-TEIEKOMMYHUKAITMOHHBIMU
CEeTSIMU TIOCPEJICTBOM TPUMEHEHUS AapXUTEKTYpbhl HH(POPMAIMOHHON CHUCTEMBI U
MPOEKTHBIX PEIICHUH, HAMIPaBJICHHBIX HA oOecreueHrne 0e30MacHOCTH MEePCOHATBHBIX
JAHHBIX.

— BrisBieHus HHIIMAEHTOB U pearupoBaHuio Ha HUX. [loacucrema obecrneunBaeT
oOHapy>keHHe, UISHTU(UKAINIO, aHATTN3 HHITUICHTOB B HH()OPMAITMOHHON CHCTEME, a
TaKXe MPUHITUE MEP N0 YCTPAHEHHUIO U NMPEAYNPEKICHUIO HHIHUICHTOB.

-  VYupasnenuss KoHpuryparueii HHPOPMAIMOHHON CHCTEMBl U CHCTEMOW 3aIlUTHI
MEepPCOHANBHBIX NaHHBIX. [logcucTema obecmednBaeT yIpaBieHHE W3MECHEHHSIMU
KOHpurypauun WHOOPMALUOHHOW CHCTEMBI M CHUCTEMbI 3alIUTHl MEPCOHATBHBIX
JAaHHBIX, AHAIN3 NOTCHUHAIBHOIO BO3JCHUCTBUS IUIAHUPYEMBIX W3MEHEHUW Ha



oOecrieyeHue O€30MaCHOCTH MEPCOHATBHBIX JAHHBIX, a TAKXE€ JOKYMEHTHpPOBaHUE
ITUX U3MEHECHUMU.

3.2. Hoan3oatean UCIIIn

B UCII[Jn Oneparopa MOXHO BBIICIHUTH CIEAYIONIUME TPYIIIbI MOJb30BATENECH,
y4acTBYIOIIUX B 00paboTke u xpanenuu [1J{H:

- aaMuHucTpatopsl 0e3onacHocT UCTIH;
- noab3oBatenu UCII/IH;
— CHUCTEMHBIE aJIMUHUCTPATOPBHI.

I[aHHBIe O rpyimnax HOHBSOBaTeﬂeﬁ, YPOBHC UX NOCTYIIA U HH(i)OpMHpOBaHHOCTI/I
JOJIZKCH OBITH OTPa’XCH B [lonmoxxenuu o pasrpaHuvdCHUN TIIpaB HOOCTYyIId K
MNEPCOHAJIbHBIM JaHHBIM.

AamuHucrpartopsl 6esonacHoctu UCIIH:
AJTMHUHHCTPATOPOM O€30TMAaCHOCTU SIBJISIETCS IITATHBINM coTpyaHuk Omepartopa,
OTBETCTBEHHBIN 3a PpyHkimonupoBanue C3I1/{H, HazHayaeTcs npuka3zom Jlupekropa.

AIMUHHCTpATOp OE30MAaCHOCTH 00J1aaeT CJICAYIONIUM YPOBHEM JIOCTyNna |
3HAHWUU:

— obnanaer npaBamu agmuauctparopa UCIIx;
- obnanaet noiaHOM nHGopmanueit 06 UCIIdH;

— UMeeT JIOCTYyN K CpeACTBaM 3allliThl MH(POpPMAllUM U MPOTOKOJMPOBAHUSA U K
yacTu KIroueBbIX 3eMeHnToB MCITIH;

— HE MMEET MpaB JIOCTyNa K KOHPUTYPUPOBAHUIO TEXHUYECKUX CPEICTB CETH 3a
UCKJTIOUCHUEM KOHTPOJIbHBIX (MHCIIEKIIMOHHBIX).

AnmuHuCTpaTop 6€30MacHOCTH YIOTHOMOYECH:

— peanu3oBBIBaTh TMOJUTUKUA Oe3omacHocTH B yactu Hactporku CK3U,
MEXXCETEBbIX DKPAaHOB M CUCTEM OOHApYKEHHUS aTak, B COOTBETCTBHH C KOTOPHIMU
MOJIB30BaTENlh IMOJY4YaeT BO3MOXKHOCTh paborats ¢ anemeHnTamu MCII/IH;

- OCYIICCTBILATL ayaAuT CPCACTB 3alllUThI;

- YCTaHaBJIMBAaTh OOBCPHUTCIbHBIC OTHOLICHHA cBoOcH BaHlHHleHHOﬁ CCTu ¢C
APYTUMHU 3allUINICHHBIMU CCTAMMU.

[TonwzoBarens UCIIIx

[Tons3zoBatenem UCII[In sBnusercs wrtatHbli  corpyaHuk  Omeparopa,
ocymectBistonuii  o0padorky IIJIH. O6paborka II/[H BKIFOYaeT: BO3MOXKHOCTH
npocmotpa [1/In, pyunoit BBoa I1/{n B cuctemy UCIIH, dhopMupoBaHHE CIPABOK U
oruetoB 10 wuH(popmaruu, noinyueHHor w3 MCIIJ[. Ilomp3oBarenp He wuMmeeT
MOJITHOMOYHMHN JIJIsl yIpaBJeHus nojcucreMamu o0padotku nanHeix u C3I1JH.



[Tonw3oBarens UCIIJIH o0nagaeT cieayonuM ypoBHEM JOCTYIA U 3HAHUM:

- o0nagaeT BceMUM HEOOXOAMMBIMU  aTpuOyTamMu (HampuMmep, MapoJieM),
00ecreynBaroIMMU JOCTYIT K HEKOTOPOMY OAMHOXeCTBY 11J1H;

- pacmnojiaracTt KOH(l)I/II[CHI_II/IaJ'IBHBIMI/I JaHHBIMH, K KOTOPBIM UMECT JOCTYII.

CucreMHbIe 3 JMUHUCTPATOPBI:

CHCTeMHBIM aIMUHUCTPATOPOM MOKET OBbITh IITATHBIA cOTpyAHUK Omnepatopa
WM JUIa CTOPOHHUX OPraHM3alUi, OCYHIECTBISIONIMX CBOU (PYHKLIMK HA OCHOBAaHUU
JIBYXCTOPOHHETO A0roBopa. CHCTEMHBIN aIMUHHUCTPATOP HE UMEET NOJHOMOYUN IS
yIpaBlieHUs MOACUCTEMaMU 00pabOTKH JAHHBIX U 0€30MaCHOCTH.

CucTemMHBIN aAMUHUCTPATOP OO0JaaeT CIACAYIOIIMM YpPOBHEM JOCTYyNa H
3HAHUU;

— oOnagaeT 4acThi0 WH(GOPMAIIMKM O CUCTEMHOM M TPHUKIATHOM MPOrPaMMHOM
ob6ecrnieuennu UCII/IH;

— obnamaer 4acThio MH(MOPMAIMK O TEXHMYECKHUX CPEJCTBAX W KOHUTyparuu
NCITH;

- uMeeT GU3HUECKHI TOCTYI K TEXHUYECKUM CPeJICTBaM 00paboTKu MHPOpMALIUH
U CPEACTBAM 3alIUTHI;

- 3HAET, 110 MEHBIIIEH Mepe, OJTHO JIETAIbHOE UMS TOCTYTIA.
3.3. TpebGoBanus k nepcoHaay no odecnevyennro 3amuthbl I1JIn

Bce cotpynauku Onepatopa, siBistrontuecs mosb3oBatesmu MCITIH, TomKHBL
YETKO 3HAaTh M CTPOTO BBHINOJHATH YCTAHOBJICHHBIC TPaBHJIa W OOS3aHHOCTH IIO
JOCTyny K 3alldIlaeMbiM OOBEKTaM U COOJIIOJICHHIO MPHHATOTO pPEKHUMa
oe3omacHoctu [1]1H.

[Ipu BcTyIUIeHHH B JOKHOCTH HOBOTO COTPYAHHMKA 3aMECTUTENb TUPEKTOPA MO
VYBP, xypupytomuii HampapieHHE pabOThI JAHHOTO COTPYIHUKA, o0s13aH
OpraHu30BaTh €r0 O3HAKOMIICHHE C JOJKHOCTHOW HHCTPYKIMEH U HEOOXOIMMBIMU
JOKYMEHTaMH, perJaMeHTUPYIOIUMHU TpeOoBanus mno 3ammte [I[/IH, a Takxe
oOydeHHe HaBbIKaM BBITIOJHEHUS MPOIIEAYDP, HEOOXOUMBIX JIJIsl CAHKIIMOHUPOBAHHOTO
ncnonb3oBanusg UCIIIH.

CoTpynHHK JTOJKEH ObITh O3HAKOMJIEH CO CcBeAeHUsIMH HacTosimied [lonutukw,
NpUHATHIX npouenyp padotel ¢ 3nemeHTamu UCIIx u C3I11H.

CotpynHukH Omneparopa, WCIIOJIB3YIOIIUE  TEXHUYECKHUE cpeacrTna
ayTeHTHU(UKaMK, JOKHBI ~ O0ECreYMBaTh  COXPAHHOCTh  HACHTHU(HUKATOPOB
(anexkTpoHHBIX Kitouei) u He gomyckaTth HCJI k HUM, a Tak k€ BO3MOXKHOCTb HX
yTEPU WA WCIOJIb30BaHUSA TPEThUMH JULaMH. [lonb30BaTenn HECYT MEPCOHAIBHYIO
OTBETCTBEHHOCTb 32 COXPAHHOCTH UJEHTU(HUKATOPOB.

Corpynnuku OrnepaTopa JTOJDKHBI CIIEIOBAaTh YCTAHOBJIEHHBIM MpOIEAypaM
noaaepxkanusi pexxuma OezonacHocty [1/[H mpu BbIOOpe M KMCHOIB30BAHUM MAPOJICH
(ecu He UCIIOJIB3YIOTCSI TEXHUYECKUE CPEJICTBA Ay TEHTU(DUKAIUN).



file:///C:/Users/Пользователь/AppData/Local/Temp/Temp2_Документы%20по%20ПДн.zip/Приложение%2018%20Инструкция%20пользователя%20ИСПДн.doc

Cotpynuuku Omepatopa JOMKHBI O0ECHeYrMBaTh HAAICKAINIYIO 3aIIUTy
o0oOpy1I0BaHMSs, OCTaBIsIeMOro 0€3 MPUCMOTPa, OCOOCHHO B TeX CilydasiX, Korja B
MOMEII[EHNEe MMEIOT JOCTYI MOCTOPOHHUE NuIla. Bce monp3oBaTeNy MOKHBI 3HATH
TpeOoBanusa 1o Oe3omacHoctd [I/IlH w mpouenypsl 3amuTel  000PYIOBaHUSA,
OCTaBJIEHHOTO 0€3 MPHUCMOTPa, a TaKKe CBOM OOSI3aHHOCTU MO OOECIEUYEHUI0 TaKOU
3aIUTHI.

CoTpynHMKaM 3ampeniaeTcs YCTAHaBIMBAaTh IOCTOPOHHEE IPOTrPaMMHOE
oOecrieyeHue, MOAKIOYATh JHUYHbIE MOOWJIBHBIE YCTPOMCTBA U  HOCUTEIU
uH(pOpMaINK, a TaK K€ 3aIUChIBATh HA HUX 3aIULIIAEMYI0 HHPOPMALIHIO.

COTpYIIHI/IKaM 3alpeuiacTCs pasrjiamarb 3allrunacMyro I/IH(i)OpMaL[I/IIO, KOTOpad
CTajla UM H3BCCTHA IIpU pa60Te C I/IH(I)OpMaI_II/IOHHBIMI/I CUCTCMaMH OnepaTopa,
TPCTHUM JIMIIAM.

[Tpu padore ¢ [1[n B UCII[n corpynuuku Omnepatopa 00si3aHbI 00ECHEYUTh
OTCYTCTBHE BO3MOKHOCTH npocMoTpa [1/IH Tpetbumu nmunamu ¢ MoHUTOpoB APM nnm
TEPMHUHAJIOB.

[Tpu 3aBepienun padotsl ¢ UCIIIH cotpynnuku o0s3anbl 3auTuTh APM 1nu
TEPMHUHAIBI C TIOMOIIBIO OJOKMPOBKH KJIIOYOM WM SKBUBAJECHTHOTO CpEACTBA
KOHTpPOJIs, HAPUMEDP, AOCTYIOM IO HapoJII0, €CIIM HE UCIONb3YIOTCS 00Jjiee CUIIbHBIE
CPEACTBA 3AILUTHI.

Cotpynnuku Omepatopa AOKHBI OBITH MPOUHPOPMUPOBAHB 00 yrpo3ax
HapylieHus: pexuma 0e3omnacHocTd [1JIH 1 OTBETCTBEHHOCTH 3a ero HapyuieHue. OHu
JOJIKHBI OBITh 03HAKOMJICHBI C YTBEP)KJIEHHON (OpMalIbHON MPOLEAypOil HAIOKEHUS
JTUCIUIUIMHAPHBIX B3BICKAHUH Ha COTPYAHHUKOB, KOTOpPbIE HApPYIIMIW TMPUHATHIE
NOJIMTUKY U TIpoueypsl 6e3omacuoctu [1/1H.

Cotpynauku 00s13aHBl 0€3 IPOMEIJICHHS co00IIaTh 000 BceX HAOMIOAAaeMBIX
WM TIOJ03PUTENBHBIX ciydasx padotel MUCIIIH, Morymux mosiaeds 3a coO0H yrpo3bl
o6e3zonacHoctu [I/IH, a Takke O BBISBICHHBIX WMHU COOBITHAX, 3aTPArdBaIOIIUX
6e3onacHocth [IJIH, pPYKOBOACTBY MOApa3feieHUs W JIMIly, OTBEUaIOIIeMy 3a
HEMEIJICHHOE pearupoBaHue Ha yrpo3bl Oe3onacHoctu [1/1H.

3.4 OTBEeTCTBEHHOCTH COTPYAHUKOB

B cootBercTBUM co cT. 24 DenepanbHoro 3akoHa Poccuiickoit denepauuu oT
27 wronsa 2006 . Ne 152-®3 «O nepcoHanbHbIX AaHHBIX» (pen.29.07.2017 r.) nuia,
BUHOBHBIE B HapylieHHH TpeboBaHuii mpanHoro @denepanbHOr0 3aKOHA, HECYT
rPaXIAHCKYI0, YIrOJOBHYHK, aJAMUHUCTPATUBHYI, JUCHUIUIMHAPDHYD W HHYIO
MPEyCMOTPEHHYIO 3aKOHOAATENBCTBOM Pocculickont denepanin OTBETCTBEHHOCTb.

HelictByroniee 3akoHOAaTeNIbcTBO PD mo3BoIsSET NPeabABISITh, TPEOOBAHUS 11O
oOecrieueHnto 6e30macHoi paboTHI ¢ 3amuIaeMoi HHGOPMAIHEH U TpeTycCMaTpUBaeT
OTBETCTBEHHOCTh 3a HapyILICHHWE YCTAHOBJIEHHBIX MpaBui 3Kciuiyatauun OBM u
CUCTEM, HENPAaBOMEPHBIM NOCTYyN K WH(OpPMAIUU, €CIH 3TU JEHCTBUSA TMPHUBEIU K
YHUYTOXXEHUIO, OJOKMPOBAaHUIO, MOAUPUKAIMUA HHPOpPMAIUM WIH HAPYUICHUIO
pabotsl DBM wuinu cereit (cratbu 272,273 u 274 YK PO).



Anmunuctparopel  0e3omacHoct MCIIJIH HecyT OTBETCTBEHHOCTh 3a BCE
JEUCTBHSI, COBEPIICHHBIE OT UMEHU MX YYETHBIX 3AlMCEN WM CHCTEMHBIX YYETHBIX
3amMceil, eclii He JO0Ka3aH (PaKT HECAHKUMOHUPOBAHHOI'O HMCIOJb30BaHUS YUYETHBIX
3aIucei.

IIpn mapywmenusx corpyanukamu Omnepatopa — mnons3oBateneit MCII[IH npasuin,
CBsA3aHHBIX ¢ Oe3zonmacHocThbio [IJIH, OHM HECYT OTBETCTBEHHOCTb, YCTAaHOBJICHHYIO
JNEUCTBYIOIIUM 3aKOHOAATeNbCTBOM Poccuiickon Penepaunu
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